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Abstract

This paper examines the role of private information in conflict. While acting on information can
provide an advantage, using it can expose its source and diminish its value in the long run. I
study this trade-off empirically, focusing on the Battle of the Atlantic during World War II. There,
Allied merchant ships faced Nazi U-boats, which regularly communicated their positions with
German central command using Enigma encryption. The Allies secretly broke these codes. I
combine novel data on decrypted messages with records of U-boat and merchant ship losses.
Using an event-study design, I show that U-boat sinkings of Allied ships fell by 80 percent
in the days following position reports, likely due to the rerouting of merchant ships. In con-
trast, U-boats’ own survival declined only marginally. Allied strikes were selective, prioritizing
high-capacity commanders and increasing over time—consistent with the Allies strategically
forgoing benefits to protect their information access. Counterfactual simulations suggest that
military intelligence prevented 40 percent of potential shipping losses.
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1 Introduction

The geopolitical landscape is changing rapidly. From trade to security, long-standing partnerships

are being redefined as defense budgets reach historic highs (SIPRI, 2025). Amid these shifts, mili-

tary intelligence is receiving increased attention. Intelligence consumes vast resources: the United

States alone spends roughly $100 billion annually on its intelligence apparatus (US Congress,

2024). While economic research has emphasized the structural determinants of war (e.g. Martin,

Mayer and Thoenig, 2008; Caselli, Morelli and Rohner, 2015), the role of information in warfare

remains elusive. One might expect it to be decisive, but this view is not self-evident. Actors with

superior knowledge face a fundamental trade-off common to many competitive settings: exploit-

ing information can yield immediate benefits, but doing so risks exposing its source to adversaries,

thereby diminishing its value in the long run.

Limited evidence on the role of information in warfare is hardly surprising. Intelligence—the

collection and use of covert information—is often intangible, with records typically remaining

classified for decades. Even if data are accessible, credible inference requires a setting in which the

flow of information is plausibly exogenous to concurrent conflict developments.

I overcome these challenges, studying a landmark episode in conflict history: the Allied breaking

of the Nazi Enigma. During World War II, the Allies frequently intercepted messages encrypted

on Enigma cipher machines. This was particularly important in the Battle of the Atlantic—one of

the most pivotal campaigns of the war. It staged Allied ships, essential for maintaining supply

lines, against Nazi submarines (U-boats). These U-boats often communicated their positions in

encrypted radio messages. When the Allies deciphered these codes—which the Nazis believed

to be safe—they faced a choice: whether to reroute and save endangered ships, attempt to sink

pinpointed U-boats, or to forgo these opportunities, protecting the information source.

I study this choice empirically. I combine newly digitized data from declassified intelligence

records with high-frequency U-boat-level event studies. The data reveal how the trade-off in using

information governed life-and-death outcomes: intelligence was used extensively to reroute and

save Allied merchant ships, but applied selectively to strike against Nazi U-boats, likely to avoid

German security upgrades. Using a semi-structural simulation framework, I then quantify the
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aggregate benefits of Enigma intelligence in the naval theater. I find that intelligence contributed

to saving 421 ships from December 1942 until the end of the war—a 40 percent reduction in losses.

In present terms, the benefits, about $16 billion in avoided shipbuilding costs, far outweigh the

roughly $1.1 billion spent on intelligence operations.

These results rest on a novel, large-scale data collection effort. Specifically, I digitized the universe

of U-boat message decrypts (n = 43, 272) spanning from December 1942 to the end of the war. To

this end, I developed a state-of-the-art machine learning pipeline to extract data from historical

intelligence records. This allows me to identify the exact days on which specific U-boats revealed

their locations to the Allies. I then link these events with detailed records on all individual Nazi

U-boats deployed during the war. Crucially, I observe different states of each U-boat—on patrol,

off duty, or sunk—as well as linked records on Allied merchant ship losses. Taken together, these

sources allow me to reconstruct the Allied information set in the Atlantic, day by day.

To guide the empirical analysis, I formalize the trade-off in using intelligence through the lens of a

simple asymmetric information framework. In the framework, two agents interact: the Allies and

the Nazis. The Allies can be of two types, with high or low intelligence capacity, which determines

their cost of saving merchant ships or sinking U-boats. In equilibrium, the high-capacity type

underutilizes the Enigma advantage to avoid provoking Nazi security upgrades. A key feature of

the model is that outcomes are subject to noise and I relate different outcomes to different levels

of noise. From the Nazi perspective, variation in merchant shipping was very noisy, reflecting a

myriad of different causes. U-boat losses were more precise. Nazis knew with greater accuracy

positions, numbers, and operations. The model therefore predicts that the Allies would exercise

less restraint in saving ships but more restraint in sinking U-boats.

With this hypothesis in hand, I begin with a motivating piece of evidence. I relate variation in

daily code-breaking speed to daily merchant shipping losses and U-boat sinkings. To do so, I

hand-collect the exact time required to identify Enigma keys for each day during the years 1944-45

from primary sources. I couple this data with a plausibly exogenous source of variation: a Ger-

man procedural rule. While Enigma keys were changed daily (Beesly, 1977, p. 66), keys would

regularly be changed only partially. So-called ’inner settings’ were reused every second day, coin-

ciding with even calendar days. Whenever the Germans used such ’paired settings’, the number of
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remaining potential keys was dramatically smaller (Erskine, 1988; Wright, 2017). In the data, I ob-

serve that the Allies were significantly faster in breaking a daily key on even, that is, paired days.

The average difference of 8 hours corresponds to roughly a quarter of the mean decryption speed.

I argue that if a similar pattern exists in outcomes, it is likely due to the variation in code-breaking

speed. The evidence supports this: on even calendar days, 23 percent fewer Allied vessels were

hit, while no similar pattern appears in U-boat sinkings.

I interpret this as first suggestive evidence that Enigma intelligence mattered. It also hints at

possible restraint in leveraging information with respect to sinking U-boats. But there are two

main shortcomings in this exercise. First, it does not directly link information bits with individual-

level outcomes. It hinges on the assumption that there are no other sources of cyclical variation

that can rationalize a two-day cycle. Second, if the benefits of intelligence emerge with some delay,

comparing odd and even calendar days will likely not capture such dynamics.

To address these drawbacks, I rely on much more granular, U-boat-level data. For identification,

I employ a stacked event-study design to estimate the effect of Enigma intelligence. The under-

lying thought experiment is as follows. Compare two otherwise similar U-boats on patrol before

and after one of the U-boats reveals its location. Under the assumption of parallel trends, differ-

ences in outcomes identify the effect of Enigma decryptions. Two aspects differ from canonical

difference-in-differences designs. First, U-boats are typically treated multiple times throughout

their lifetime. I therefore use a stacking procedure to isolate each individual treatment event. Sec-

ond, besides victories over merchant ships, the other main outcome—being sunk—is an absorb-

ing state. Consequently, I can only identify differences in survival probabilities after treatment

occurs. By construction, units in both treatment and control groups have not been sunk in the

pre-treatment period.

Using this design, I demonstrate that U-boats experienced a sharp reduction in victory rates

against Allied merchant vessels following a location revelation. I estimate a decline of roughly

0.72 percentage points for at least five days, relative to a sample mean of 0.89. This implies U-boats

lose about 80 percent of their effectiveness once a location message is decrypted. Pre-treatment

coefficients close to zero suggest that the parallel trends assumption holds at least before treat-

ment events. Next, I examine U-boat survival probabilities. I find that once U-boat positions are
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revealed they experience a highly significant but small reduction in survival probability. After five

days, treated U-boats have a 1.1 percentage point lower survival rate relative to the control group.

This suggests that, for every 90 decrypted messages with precise geoinformation, only one U-boat

was successfully struck.

I argue that part of these seemingly small impacts on U-boat survival are due to strategic restraint—

an effort to prevent the Nazis growing suspicious of insecure communications. Consistent with

this mechanism, I identify distinct and easily interpretable heterogeneities. Most of the survival

reduction stems from sunk high-capacity commanders (defined as above-median victory fixed ef-

fects). The asymmetric information framework provides two further testable predictions. First,

toward the end of the war, the loss of secrecy looms less large. Hence, restraint should be decreas-

ing over time. The data aligns with this prediction. Location revelations occurring later in the

war are associated with relatively larger decreases in U-boat survival rates. Second, if the loss of

secrecy carries a greater weight, we should expect greater restraint. I test this under the assump-

tion that disruptions to the Atlantic supply chain were more severe for the UK than for the US.

Heterogeneity by geography corroborates this prediction: American forces are more decisive in

leveraging decrypts than their British counterparts.

How many Allied merchant ship losses did Enigma intelligence prevent in the aggregate? To an-

swer this question, I develop a semi-structural simulation framework. I characterize the different

states relevant for U-boats—patrolling, not patrolling, or sunk—as well as transition rates among

these states. I then inform the model with the reduced form estimates to simulate counterfactual

U-boat distributions. Considering two channels, the short-term reduction in U-boat effectiveness

upon a location disclosure and the long-term effect of sinking U-boats, I estimate that Enigma

decrypts prevented 421 merchant ship losses, a relative reduction of 40 percent, saving approxi-

mately 6,700 seamen’s lives from December 1942 until the end of the war.

Counterfactual experiments suggest some untapped gains: had the Allies achieved 1944/45 lev-

els of striking efficiency already earlier or sunk all U-boats with the same decisiveness as the

above-median commanders, roughly 80 more ships could have been saved in either case. Overall,

however, Enigma intelligence appears to have been leveraged quite effectively.
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To evaluate a �rst-order economic impact, consider that the cost of building a single standard mer-

chant ship, the Liberty, was roughly $1.8 million in the 1940's (Williams, 2014, p. 31) with a present

value of roughly $38 million. Preventing the loss of an estimated 421 ships thus implies savings of

roughly $16 billion today. Set against the operational cost of Enigma decryption activities—which

recent historical research suggests amounted to at least £12 million during the war ($1.1 billion

today) (Smith, 2021)—this implies a bene�t-cost ratio of roughly 14.6, meaning the intelligence

effort generated bene�ts far exceeding its costs.

Taken together, the evidence shows that well-managed intelligence helped reduce Allied shipping

losses by roughly 40 percent—a decisive impact on the Battle of the Atlantic. Beyond con�ict, the

trade-off between exploiting and preserving information extends to other settings, likely shaping

behavior in domains such as innovation, crime, or journalism.

Literature. This paper speaks to different strands of literature. First, it adds to the economics of

con�ict. Empirical research in this �eld has examined a wide range of determinants of interstate

con�ict, including trade (Martin, Mayer and Thoenig, 2008), relatedness of populations (Spolaore

and Wacziarg, 2016), natural resources (Caselli, Morelli and Rohner, 2015), recessions (Hess and

Orphanides, 1995), political accountability (Conconi, Sahuguet and Zanardi, 2014), and, interna-

tional alliances (Jackson and Nei, 2015). Most of these studies explore factors that either prevent

or initiate con�ict. A notable exception is recent work by Federle, Rohner and Schularick (2024),

who focus on economic prowess. They �nd that exogenous �nancial shocks increase winning

odds in military disputes. Building on this literature, I study a hitherto empirically unexplored

channel—military intelligence—and provide, to my knowledge, the �rst empirical quanti�cation

of its value in warfare.

Conceptually, the paper links theories of asymmetric information to empirical evidence in the

context of armed con�ict. Few empirical studies have done so; an exception is work by Fetzer et al.

(2021). Their paper interprets insurgent strategy in Afghanistan through the lens of a signaling

model. In a similar spirit, I show how the threat of revealing access to Enigma information can

help explain life-and-death outcomes in World War II.

I also add to a nascent literature on the effects of covert intelligence. Within this realm, Sonin and
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Wright (2024) show that enhanced surveillance capacity is associated with more complex tactics

and greater effectiveness against security forces in Afghanistan. Their measure of intelligence,

however, is based on surveillance operations that were exposed by the other con�ict party. This

differs from the setting studied here, where the Nazis never realized that Enigma keys had been

broken. Another pioneering study is Glitz and Meyersson (2020) who �nd that industrial espi-

onage during the Cold War raised East German productivity. Distinct from both studies, I do not

only focus on direct bene�ts but also highlight the indirect limits of information that arise from

dynamic considerations. In doing so, I address both �rst-order and second-order effects in the use

of intelligence.

Moreover, I contribute to research on the determinants of con�ict outcomes in World War II. Most

existing work on this theme examines individual motives and behavior downstream. For exam-

ple, Ager et al. (2022) study peer effects among �ghter pilots in World War II, while Adena et al.

(2021) explore how bombings and the destruction of hometowns affected pilots' morale. Rozenas,

Talibova and Zhukov (2024) investigate the role of state repression on soldier motivation. In con-

trast, my focus is on decisions made at the highest levels of the Allied command, where strategic

use of intelligence could, and arguably did, shape the course of the con�ict.

On a �nal note, this paper relates to a tradition of economists devoted to applied research in World

War II (Guglielmo, 2008). Famously, the Statistical Research Group, with members such as Harold

Hotelling and Milton Friedman, aided the Allied war effort devising methods of submarine search

(Wallis, 1980). I contribute new perspectives on strategic decision-making at the highest levels of

command.

Outline. The paper unfolds as follows. First, I provide a broad overview of the historical back-

ground in Section 2. Section 3 formalizes the key trade-off involved in weighing the use of intelli-

gence. I then discuss data sources and construction in Section 4. Section 5 explains the empirical

strategy and presents estimation results. Section 6 sets up the simulation framework and evaluates

aggregate effects. Finally, Section 7 concludes.
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2 Historical Background

Enigma. All major powers in the Second World War used machines to encrypt communication.

The Germans predominantly relied on so-called Enigmas, with different versions and networks

active across theaters of war.1 Enigmas, at their core, were rotor machines. A given plaintext

would be transformed letter by letter, depending on underlying settings. Appendix Figure A1

provides a simpli�ed illustration of the mechanics. The receiver could then decode these texts

knowing the correct settings. Identifying these daily changing settings was the key obstacle in

Allied decryption efforts.

Intelligence of�cers employed various methods to break codes. The predominant technique re-

lied on so-called cribs, small bits of guessed plain text, which allowed the reconstruction of keys.

Commonly used cribs pertained to routine weather reports. For instance, speci�c messages con-

sistently started with "VONVONWEWABOULOGNE" (From weather station Boulogne). 2 Match-

ing the guessed plaintext with the encrypted letter sequence, electro-mechanical machines3 then

helped identify the underlying Enigma con�gurations by iteratively eliminating incorrect settings

(Sebag-Monte�ore 2000, p. 151-153; Budiansky 2000, p. 131).4

Initially, the Allies lacked the capability to decrypt U-boat messages. That changed in May 1941,

largely by chance (Beesly, 1977, p. 71). The Allies successfully recovered codebooks from a con-

quered U-boat, allowing for real-time decryption over several weeks. More importantly, this

episode helped code-breakers to learn, and to identify patterns, that would allow codes to be

broken even in the absence of current codebooks. While an Enigma security upgrade disrupted

Allied decryption efforts in February 1942, this setback was overcome by December 1942 (Budian-

sky, 2000, Appendix A). From that date until the end of the war, U-boat codes were often broken

within a few hours or days.

Typically, messages were intercepted at different stations around Atlantic coastlines (Syrett, 1999)

1Hinsley (1981, Appendix 4) provides an exemplary overview of different keys attacked by British cryptanalysts in the
earlier half of WWII.

2In some instances, the Allies provoked Germans to send cribs unknowingly. For instance, the Royal Air Force was
instructed to lay mines in designated regions prompting speci�c message responses (Sebag-Monte�ore, 2000, p. 187).

3These machines, called 'bombe', were initially developed by Gordon Welchman and Alan Turing (Erskine, 1989).
4For precise accounts of the technical aspects of Enigma encryption and decryption I defer to Sebag-Monte�ore (2000,
Chapter 3), Kahn (1991, Chapter 7) and Budiansky (2000, Chapters 2&4).
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and relayed to Bletchley Park, a country house north of London, where the bulk of decryption ac-

tivities were handled. 5 Intercepts, even without the decrypted text, often already carried valuable

information. Using direction-�nding (DF) methods radio signals could indicate rough locations of

vessels.6 However, this required several independent bearings from different stations. Moreover,

signal characteristics like the length and format could indicate what type of message was being

sent, e.g. a convoy sighting or a weather report (Syrett, 2002). In some instances, it was even pos-

sible to identify U-boat radio operators solely through their morse-sending style (Beesly, 1977, p.

272-273).

Once settings were broken, messages were translated and sent to the Operational Intelligence

Center (OIC) in London. This was where decisions were made on how to respond to novel intelli-

gence (Beesly, 1977, p. 61-72). Roughly one third of all decrypts that arrived at the OIC contained

speci�c information on U-boat grid positions. 7 Typically, these allowed for pinpointing vessels to

11 by 11km squares (Erskine, 1992). Appendix Figures A2 and A3 provide examples of Nazi grid

maps.

U-boat warfare. In the study at hand, I focus on U-boat warfare, later referred to as the Battle of

the Atlantic. The naval theater saw the longest war campaign in WWII. The Allies were shipping

vast amounts of goods and resources, mainly from the Americas to the UK, later on also to the

Soviet Union, while German submarines sought to intercept and destroy these merchant vessels.

Control over the Atlantic sea lanes was vital. As Churchill (1952, p.6) famously noted,

"[t]he Battle of the Atlantic was the dominating factor all through the war. Never for

one moment could we forget that everything happening elsewhere, on land, at sea, or

in the air, depended ultimately on its outcome, and amid all other cares we viewed its

changing fortunes day by day with hope or apprehension."

Throughout the war, over three thousand ships were sunk by Nazi U-boats, of which 2750 were

5Later in the war, Americans joined the decryption efforts. Intelligence among the Allies was generally shared on a
high-frequency (Syrett, 1999). Kohnen (1999) provides an in-depth account of Anglo-American intelligence coopera-
tion.

6The typical accuracy of DF estimates was an area of approximately 10,000 square miles (e.g. 100 by 100 miles) (Beesly,
1977, p. 272)

7Own calculations based on all U-boat messages decrypted from December 1942 until May 1945.
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merchant and passenger ships. While German submarines were, by and large, the main threat

against Allied vessels, both the Japanese and Italian Navies also deployed submarines in warfare.

While the Italians sank 99 merchant vessels, predominantly in Mediterranean waters but also in

the Atlantic, the Japanese accounted for roughly 244 sinkings.8

Concealing the secret. The Allies went to great lengths to maintain the secrecy of Enigma's vul-

nerabilities. Besides staff at Bletchley Park, only a few dozen individuals in the leadership of

the Royal Navy and the US Navy had access to Enigma-derived intelligence (Beesly 1977, p. 99,

Knowles 1977, Kohnen 1999, p. 78).

In the Atlantic, it was Admiralty directive that the "source must never be jeopardized by carry-

ing out a tactical operation which might arouse the enemy's suspicion". 9 Whenever intelligence

was shared, the Allies were meticulous in creating plausible alternative explanations for success-

ful operations. In some instances, Enigma information was reportedly only acted upon, if Air

Reconnaissance activities or precise direction-�nding �xes had also revealed a particular posi-

tion (Knowles, 1977; Beesly, 1977, p. 90 & 101). At times, BP of�cials instructed the Admiralty

to speci�cally refer to Air Recce as the source of success when talking to the press (Batey, 2011).

The British also spread the rumor that they had developed a novel radar technology capable of

detecting U-boats at very large distances (Hinsley, 1990).

Necessitating such plausible deniability raises the question of to what extent Enigma intelligence

was deliberately not acted upon when alternative sources were missing. Here, the historical liter-

ature is surprisingly scarce. To the best of my knowledge, a systematic account does not exist. In

one rare instance, after a series of successful attacks, Andrew Cunningham (1944), First Sea Lord,

was quoted as stating "that for the present it will be most advisable to suspend operations against

U-boats" (as cited in Kohnen, 2019). It is unclear, however, to what extent this thinking guided

intelligence utilization throughout the war.

Historian Ralph Bennett, who also served at Bletchley Park, underlines this mechanism albeit

in a different theater, Axis supply lines in the Mediterranean. He contemplates why not more

8Numbers are based on https://uboat.net/ and Rohwer (1999). Warships etc. are excluded.
9ADM 223/88, "Admiralty Control in Operations."
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Axis tankers were sunk with the help of decrypted messages, concluding "[s]ecurity measures to

protect the source are perhaps the most likely explanation" (Bennett, 1996).

Ex-post, worries of revealing the compromise were indeed merited. In several instances, German

of�cials became highly suspicious of cipher leakages, particularly after successful strikes on U-

boats. Yet, despite internal investigations, it was never concluded that broken Enigma codes were

the cause (Erskine and Weierud, 1987; Ratcliff, 1999).10 Along this vein, it remains noteworthy that

it took almost three decades until the secret of the compromise reached the public, a fact that also

greatly surprised the late German U-boat admiral, Karl Dönitz:

"So that's how it happened!... I have been afraid of this time and again. Although

the experts continually proved—with conviction as it seemed—that there were other

reasons for the suspect observations, they were never able to dispel my doubts com-

pletely... Only after the war did I feel reasonably reassured by the lack of any reports

from the Allied side... Well, now you historians will have to start right at the beginning

again!"11

3 A Simple Model

To guide the empirical analysis, I begin by formalizing the key trade-off associated with exploiting

intelligence.12 I also develop auxiliary predictions, which I later test in the data. Details and

derivations are provided in Appendix Section B.

I consider a standard asymmetric information game with two agents: the Allies and the Nazis.

The Allies may be one of two types, high-capacity (q H ) or low-capacity (q L), with the high type

able to leverage superior intelligence capabilities. I conceptualize being the high type as having

a lower cost in achieving desirable military outcomes (e.g., saving merchant ships or sinking U-

boats). The probability p of being the high type is common knowledge.

10Even in 1970 a German intelligence of�cer still publicly sustained the claim that U-boat ciphers were never broken
(Ratcliff, 1999).

11Transcribed in the foreword by Jürgen Rohwer in the 2012 edition to Dönitz (1958) memoirs.
12To the best of my knowledge, strategic restraint in intelligence utilization has not been formally micro-founded.

Axelrod (1979) characterizes the use of intelligence, but as a one-agent problem assuming that 'intelligence' can only
be used once and is lost thereafter.
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The game unfolds over two periods. In the �rst period, the Allies choose action s 1, which can be

interpreted as the number of merchant ships they wish to save, or U-boats to sink. The Nazis then

observe signal z = s1 + # representing the realized number of saved ships/sunk U-boats, subject

to additive noise. The noise term # is uniformly distributed with boundaries [�f/2, f/2].

Given the signal, the Nazis decide whether to invest in a costly security upgrade, or not. If the

investment is made, the Allies' cost structure becomes that of the low-type in the second period,

regardless of the initial type assignment. Else, they retain their original cost structure. After

the Nazi decision, the Allies choose s2—the number of merchant ships they wish to save or U-

boats to sink—in the second period. From the perspective of the �rst period, the second period

is discounted at rate b. Finally, note that Nazi payoffs in the �rst period are unaffected by their

upgrading decision, but they linearly dislike increasing levels of s 2 in the �nal period.

I de�ne an equilibrium as a set of strategies by Allies and Nazis that constitute best responses

to each other along with beliefs held by Nazis that map all signals to a Bayesian posterior over

the Allied type. Under parameter assumptions that permit an interior solution, the following

characterizes equilibrium behavior. The Nazis adopt a cutoff rule: they choose to make the costly

security investment only if their Bayesian posterior that the Allies are high-type is suf�ciently

high. Concretely, they upgrade if the Allies save very high numbers of ships or sink unusually

many U-boats. The high-type Allies, aware of this upgrading behavior, strategically reduce s 1 in

the �rst period—relative to a hypothetical optimum in a single-period model—to probabilistically

avoid triggering the investment. This behavior captures the notion of restraint in the utilization of

intelligence.

The model generates three testable predictions.

1. Restraint decreases with noise. Consider rerouting merchant ships and sinking U-boats

separately. The Nazis are fully aware of their U-boats, their states, positions, etc. whereas

their knowledge of merchant ships is much more limited. It is unclear how many there are,

and under what conditions they are operating, making it far more dif�cult to accurately as-

sess how many should be expected to sink. I conceptualize these differences by allowing

the variance of the noise level # to vary by outcome. Comparative statics predict greater
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restraint in using intelligence to sink U-boats, but less restraint in rerouting and saving mer-

chant ships as the noise support increases.

2. Restraint declines over time. The parameter b can be interpreted as the relative weight of

the future. The weight is larger when the second period is 'longer'. Comparative statics

predict that, earlier in the war, more information is strategically left unused than in later

stages.

3. Restraint increases in the relative value of retaining/losing Enigma intelligence. With a

minor extension of the baseline model, one can introduce a parameter that shifts the value

of saving ships or sinking U-boats in the second period. I relate this to differing valuations

of the stakes by British versus American forces. Arguably, disruptions to the Atlantic supply

chain loomed relatively larger for the British. Comparative statics predict greater restraint

when the relative valuation is higher. We would therefore expect British forces to exploit

intelligence less.

4 Data

To test these predictions and to perform an aggregate quanti�cation exercise, I collected exten-

sive data on naval warfare and intelligence. This includes information on naval vessels (Allied

merchant ships and Nazi U-boats) as well as novel data from messages encrypted with Enigma

machines. This section discusses the data sources, describes the construction of the dataset, and

presents descriptive statistics.

4.1 Naval Vessels

The primary source of data on naval vessels is https://uboat.net/, accessed in mid-2023. The

website has compiled and digitized extensive information on units related to naval warfare in

World War II. The data are based on a large body of authoritative historical works and archival

material from the German U-Boat Museum, which have been systematically cross-referenced by

a group of dedicated naval history enthusiasts. I have also manually checked selected database
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entries with Rohwer (1999), work by a renowned German military historian, concluding that data

quality is very high. In total, the records cover 3,335 Allied ships sunk by Nazi U-boats. 13 To

provide a sense of the geographic scope, Figure 1 illustrates the distribution of sinkings, with

most occurring in the North Atlantic. For most ships, I observe the date on which a hit occurred,

the associated tonnage, and the number of lives lost. For auxiliary purposes, I also gathered

information on ships sunk by other Axis powers, the Japanese and Italian navies. 14

Figure 1: Geography of the U-boat warfare.

Notes: Circles represent locations of hit Allied merchant ships by a Nazi U-Boat. Crosses indicate sunk U-boats.

For the main analyses, I restrict the data in two ways. First, I focus only on merchant and passenger

ship losses (n = 2, 750), because their objectives were clearly de�ned: the Allies aimed to minimize

losses, while the Germans sought to maximize them. This excludes primarily warships, where

associated losses are more dif�cult to interpret (e.g. when they result from protecting merchant

vessels).15 Second, when analyzing aggregate variation in Allied decryption capacity speci�c to

13This includes 80 events in which a vessel was heavily damaged, but not sunk, and 6 captures. For ease of exposition,
I refer to all these events as "ship losses".

14For Japanese submarines, I digitized information from Rohwer (1999) while data on Italian submarines were also
collected on https://uboat.net/.

15In some instances, escort vessels were intentionally sacri�ced (Beesly, 1990).

13



the U-boat network, Shark, I restrict the sample to vessels operating in regions covered by the

network. For example, I exclude merchant ships sunk by U-boats in the Mediterranean after

June 1943, as these U-boats moved to their own, separate network. Notably, these geographical

restrictions remove only a small fraction of sunk merchant vessels (4.1 percent).16 However, when

relying on U-boat-level variation, I do not impose geographic restrictions.

Ideally, I would also like to observe the total number of merchant vessels sailing at a given point

in time—not only those that were lost. Unfortunately, I am unaware of an accessible database that

records all successful WWII merchant voyages. As an imperfect measure, I collected data on the

main of�cial convoy voyages from the online compendium to Rohwer and Hümmelchen (2005). 17

The limitation is that this only represents a subset of all active voyages. It does not include in-

dependently sailing merchant vessels. To give a sense of the scale of missing voyages: among all

merchant ship losses, there was a roughly equal split between independently sailing ships and

those in convoy groups. Summary statistics of key variables in the time series are presented in

Table 1. Across the entire war, 1.27 merchant ships were sunk every day, while close to 700 ships

sailed daily in convoy groups.

I also collected extensive information on all Nazi U-boats from https://uboat.net/. For each

unit, I observe key events, including �eet entry, active patrol periods, and ultimate fate (sunk or

survived). On average, around sixty U-boats were active on a given day during the war, with

one U-boat lost every three to four days in Shark-designated waters (Table 1). Importantly, for

each U-boat I observe associated kills/victories over Allied ships. For 85 percent of U-boat-day

observations, I also obtained geographic positions. In case of incomplete location data, I impute

missing positions using the last known coordinates.

For the main analysis, I construct a granular panel dataset at the U-boat-day level. I focus on

all units on active patrol—the key object for understanding the operational impact of Enigma

intelligence—from December 1942 to May 1945. During this period, U-boat codes were broken

with high frequency and little delay. In total, I observe 676 U-boats going on at least one patrol

(Table 2). The average U-boat commences �ve patrols, sinking one merchant ship over the sample

16The precise selection process is detailed in Appendix C.1.
17Data accessed in late 2022 on https://www.wlb-stuttgart.de/seekrieg/konvois/konvois-frames.htm. These are

digitized tables from Hague (2000).
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Table 1: Summary Statistics (daily time series).

Mean SD Min Max N

Sunk merchant ships 1.27 1.89 0 15 2074
Merchant ships sailing 686 256 0 1,421 2074
Sunk tons 6,798 10,813 0 96,906 2074
Sunk U-boats .284 .67 0 9 2074
Patrolling U-boats 59.5 37.6 2 158 2074

Notes: Summary statistics of the time series data set. Unit of observation: day. Coverage: September 1939 - May 1945,
Shark regions.

period. However, this average masks considerable heterogeneity. U-181, for instance, recorded

�fteen merchant ship victories, U-510, a staggering eighteen. 18 Both U-boats also remained op-

erational until Nazi Germany's surrender. Yet, these were far from common outcomes, nearly

three-quarters of all U-boats were destroyed before Allied victory (Table 2).

Table 2: Summary Statistics of U-boats active December 1942 to May 1945.

Mean SD Min Max N

No. patrols 4.98 4.61 1 35 676
Days patrolling (tot.) 112 93.9 2 520 676
Days location msg. decrypted 11 11.8 0 62 676
Days other msg. decrypted 17 17.1 0 101 676
Sunk merchant ships .994 1.95 0 18 676
U-boat lost .731 .444 0 1 676

Notes: Summary statistics for all patrolling U-boats. Coverage: December 1942 - May 1945.

Time trends. How does decryption capacity co-move with naval outcomes over time? I provide

a birds-eye view in Figure 2. In Panel (a) I show monthly averages of sunk Allied merchant ships

while Panel (b) shows Nazi U-boat losses. Dashed lines track the number of active merchant

vessels in (a) vis-à-vis the number of patrolling U-boats in (b). 19 Both panels also display periods

in which the Allies were able to break U-boat Enigma codes as light blue backgrounds. 20

Allied cryptanalysts �rst managed to break U-boat ciphers in May 1941. Subsequently, traf�c was

read over several months with little delay. In Figure 2, perhaps surprisingly, we observe little

18Numbers relate to the sample period.
19Active merchant vessels are those sailing in convoy.
20Precise dates are drawn from Beesly (1977, p.71) and Budiansky (2000, Appendix A).
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outcome variation around the �rst breaking of codes. Neither does the number of sunk merchant

ships decline dramatically, nor does the number of sunk U-boats increase markedly. A plausible

reason: the Allies �rst underwent a period of learning.

In February 1942 the Germans suddenly changed their encryption system. As a result, decryption

efforts were rendered unsuccessful for approximately ten months. During this time outcomes ap-

pear to respond. German merchant sinking rates increase two to three-fold—Nazis later referred

to this period even as "the happy time". Somewhat unintuitively, the number of U-boat losses also

increased in this period. A likely cause was the simultaneous release of more U-boats into patrol.

Finally, on the 14th of December 1942, the Allies eventually learned how to solve keys for the new,

improved Enigma system. From one day to the other, codes were again broken with short delays,

and information was immediately translated into operational usage. At the same time, losses of

merchant ships declined substantially from previously almost one hundred ships per month to

less than twenty. U-boat losses continued to grow for some time and remained at a relatively high

level until the end of the war.

Figure 2: Sunk merchant ships and U-boats over time.

(a) Sunk merchant ships (b) Sunk U-boats

Notes: Left-hand panel presents the number of sunk merchant ships and ships sailing in convoys binned by months. The
right-hand side shows the number of sunk and patrolling Nazi U-boats binned by months. The shaded areas indicate
periods in which Enigma messages were largely decrypted. The corresponding shares of sunk ships and U-boats are
presented in Appendix Figure D1.

These aggregate patterns suggest co-movement in decryption capacity and naval con�ict out-
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comes. One may be tempted to infer a causal relationship, but there are several concerns. Most

importantly, confounding events were occurring around key dates. For instance, higher merchant

and U-boat losses in 1942 relative to before may be a result of the US of�cially entering the war, not

the Enigma upgrade. To obtain credible causal estimates and to shed light on predictions derived

in Section 3, I draw on high-frequency microdata which I discuss next.

4.2 Enigma Intelligence

My key data contribution is the collection and digitization of Enigma intelligence. I explore two

sources. First, I focus on an intensive margin, i.e. how fast daily keys were broken. Speci�cally,

I collect data from daily naval bulletins held at the National Archives, Kew, London. Figure 3

provides an example of a bulletin entry. For close to each day starting on the 15th of November

1943 until German surrender these records allow me to compute the number of hours the Allies

required to break a new daily key. I use this type of variation to provide motivating evidence on

the importance of Enigma intelligence.

Figure 3: Example of daily breaking time.

Notes: Excerpt from the N.S. Daily Bulletin documenting that the Shark (U-boat) key for the 13th of March 1944 (to
14th) was broken at 22:30 on the 13th of March (National Archives, Kew: HW 8/2).

The second source, which gives me even more granular variation, comes from original decrypted

messages. I collected all U-boat decrypts from the National Archives from December 1942 until

May 1945. This includes 43,272 scans available online.21 Using state-of-the-art object detection,

21Besides the National Archives in London, the National Archives at College Park, Maryland (USA) also hosts an
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I �rst segmented unstructured decrypt layouts. I then applied optical character recognition soft-

ware (OCR) and eventually extracted key information bits: (1) speci�ed U-boats (or their associ-

ated commanders) (2) time of interception/origin (3) time of record entry/information forwarded

to the OIC and (4) marker for inclusion of geo-information. While Appendix C.3 discusses the

digitization process in greater detail, Figure 4 presents an annotated decrypted message.

Figure 4: Decrypt example.

Notes: Sample decrypt with highlighted extracted information. (Source: National Archives, Kew, DEFE 3/724/576).

After text processing, I matched decrypts day by day with all 676 U-boats patrolling from Decem-

ber 1942 to May 1945. In the aggregate, about 30 percent of messages carry location information.

Matched with the U-boat panel, I code roughly ten percent of patrol days as days with revealed

locations (Table 2).

archive of decrypts. In practice, these share the information content (Syrett, 1998, p. xxiii). The reason I still collected
data from the British source is their digital availability.
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5 Empirical Analysis

In this section, I characterize how Enigma intelligence shaped naval war outcomes. First, I be-

gin with motivating evidence, drawn from daily variation in code-breaking speed. Second, in the

main analysis, I leverage variation from decrypts that differentially reveal U-boats. These esti-

mates then inform the aggregate quanti�cation exercise.

5.1 Motivating Evidence

Does the timely arrival of intelligence matter? To set the stage for a �rst empirical answer it is

instructive to narrate a few days in the journey of convoy SC48 based on the account of Rohwer

(1979).

Case study. Convoy SC48 started its journey on October 5, 1941, heading from Nova Scotia,

Canada, toward Liverpool. Initially uneventful, the situation changed on October 12 (timeline

illustrated in Figure 5). That morning, Allies had decrypted the October 10 daily key and cryptan-

alysts immediately began deciphering and translating messages at Bletchley Park (BP). At 10:40

am BP then relayed pivotal information to the OIC con�rming the position of four Nazi U-Boats

in threat of encountering SC48. Only thirty minutes later, British authorities advised Washington

to reroute the convoy, which the U.S. did by 1:15 pm, ensuring the convoy's temporary safety.

Within hours of a recent key break, relevant information was extracted, and operational actions

were almost instantly taken.

However, convoy SC48's journey was not over yet. A few days later, on the 15th of October, the

convoy encountered U-553 by chance and three vessels were subsequently lost. Instructions to

U-553 and surrounding U-boats had been decrypted 26 hours too late. This episode exempli�es

the importance of timely decryption. Next, I will quantify its importance.
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Figure 5: Timeline on the 12th of October 1941.

t8:00 9 : 00 10 : 00 11 : 00 12 : 00 13 : 00

From 8:30—Deciphering and translation of
messages from the 10th October at BP

At 10:40—BP in-
forms OIC of U-Boats

At 11:10—OIC in-
forms Washington

At 13:15—Convoy in-
structed to reroute

Notes: Communication chain on the 12th of October 1941. Based on Rohwer (1979).

Variation. To this end, it is useful to begin by thinking about the ideal design. In an experimen-

tally controlled environment, one would consider the following equation:

yt = a + bDecryptionTimet + # t (1)

where y t are sunk merchant vessels/U-boats and DecryptionTimet is a randomly varying time

lag in the identi�cation of day t's encryption settings. In this design, b would capture the causal

effect of decryption time on respective outcomes, and we would expect lower time lags to be

associated with lower merchant losses/ higher U-boat sinking. The concern with estimating the

b coef�cient in the setting at hand is, however, that decryption time is not necessarily random. In

particular, effort and computation power, which directly affected how fast a codes were broken,

were reshifted among Enigma keys depending on need, as discussed by Rohwer (1988, p. 91),

Erskine and Marks (2004), and Kohnen (2019, p. 281). To the extent that more effort was exerted

on riskier days, a lower decryption time might even be associated with higher merchant losses.

To solve the endogeneity problem, I rely on a simple reduced form exercise. I draw on a procedural

rule in German code-changing behavior. Settings of the naval Enigma were divided into two

components: inner and outer. German procedures stipulated that while the outer component

should change every day, the inner component should only change on odd calendar days (Erskine,

1988). It is not entirely clear why this rule existed, but a likely reason was that the inner component

was only to be updated by higher-ranking of�cers in an effort to increase security. Crucially, this

meant that on every even calendar day, the inner component was reused from the previous day.
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When settings were "paired" it was substantially easier for Allied cryptanalysts to decrypt Enigma

codes (Erskine 1988; Budiansky 2000, p. 157; Wright 2017).

I use this cyclical rule as a source of regular and exogenous variation for decryption speed. I argue

that if we observe a similar two-day cycle in con�ict outcomes, it is likely because of the cyclicality

in code-breaking speed.

Evidence from two-day cycles. In the data, I �rst document that even calendar days had signif-

icantly faster decryption speed. Mean decryption times are depicted in Figure 6 Panel (a). I �nd

that there is a substantial difference (8 hours) across even and odd calendar days, that corresponds

to roughly a quarter of mean decryption speed (30 hours). 22 Reassuringly, the same pattern exists

in the decrypt-level data (Appendix Table D2). For the decrypts, I calculate the time span from

interception to being relayed to the OIC. Again, I estimate a 22-23 percent time drop from odd to

even days. Importantly, this variation is mirrored in the share of messages decrypted exception-

ally fast (� 12 hours). The share amounts to 23 p.p. on odd, but 29 p.p. on even calendar days, a

23 percent difference relative to the mean.

I then proceed by showing that such a two-day cycle also exists in the number of sunk merchant

ships: on even calendar days, signi�cantly fewer Allied vessels were hit by German U-Boats (Fig-

ure 6 Panel (b)).23 I estimate a difference of about 23 percent of the mean shipping losses per day,

which is equivalent to one more saved ship every six days. Reassuringly, I do not identify such a

two-day pattern in periods where Enigma codes remained unbroken. 24

We can relate this back to Jürgen Rohwer (1979)'s exemplary case study. In the early morning

hours of October 12, 1941, BP cryptanalysts broke the key from two days earlier, the 10th, an even

calendar day. This relatively timely break allowed them to instruct a convoy to reroute at 1 pm on

the 14th. The unobserved counterfactual would be the same day but with the key being identi�ed

8 hours later. Said convoy would then have possibly encountered U-boats. The exercise here

22Estimates are presented in Appendix Table D1.
23Estimates are presented in Appendix Table D3.
24Placebo estimates are presented in Appendix Table D4. Note, the point estimate are similar in magnitude to the

baseline two-day difference. But to interpret it, one needs to account for the much higher baseline outcome variation
in no-Enigma periods. Relative to the mean, I identify an insigni�cant 6 percent difference in merchant ship losses
from odd to even days.
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essentially quanti�es the effects of such a delay.

However, I do not �nd a similarly pronounced two-day cycle in the sinking of U-Boats (Figure

6 Panel (c)).25 One interpretation of this differential pattern—in line with Prediction 1 in Section

3—is that it was a result of deliberate decisions to avoid greater Nazi suspicions. But an alterna-

tive explanation is that swift rerouting instructions had immediate bene�ts while searching and

striking U-boats had a longer time lag before realization. Impacts potentially dissipated across

odd and even days. In this scenario, the two-day cycle analysis may simply not identify existing

effects. To conclude, the evidence suggests that intelligence mattered at least in one dimension,

but the design may not be suitable for studying U-boat sinkings.

Figure 6: Two-day cycles in decryption time and con�ict outcomes.

(a) Decryption time (b) Sunk merchant ships (c) Sunk U-boats

Notes: Panel (a) shows the average time to identify a daily Enigma key, for both odd and even calendar days. Panel (b)
shows the average number of daily merchant ships hit by Nazi U-boats. Panel (c) shows the average number of Nazi
U-boats sunk daily. Bars represent robust 95 percent con�dence intervals.

5.2 U-Boat-Level Evidence

In this subsection, I try to address previously discussed limitations by focusing on a more gran-

ular analysis. Speci�cally, I investigate how the revelation of speci�c U-boat locations in�uenced

individual-level outcomes. This allows me to trace out effects over time and along an extensive

margin.

25Estimates are presented in Appendix Table D3.
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Case study. To �x ideas, it is again instructive to begin with a speci�c case study. Syrett (1999)

details the exemplary journey of U-860. The U-boat went on its maiden patrol fairly late in the

war, on the 12th of April 1944, heading from Kiel through the Northern Atlantic toward the Far

East. The Allies �rst learned of U-860's existence on the 27th of April, when it was instructed

to deliver a series of weather reports. Curiously, these reports were never properly received by

the Germans due to radio signal disturbances. Yet, the Allies received them and the radio signals

helped to broadly geolocate the vessel. Eventually, on the 6th of May, U-860 was ordered to stop

sending weather reports and the Allies had to rely on rough estimates of subsequent positions.

On the 18th of May, U-860 was directed towards the west of India. The Allies read the message and

responded. With the intent to intercept the U-boat on its way, escort carrier USS Solomons and four

accompanying destroyers left Brazil for the South Atlantic. On June 9th, U-860 broke radio silence,

reporting its exact position south of St. Helena in the Atlantic. The message was decrypted a day

later. As a result, the Allied task group narrowed down and aircraft began searching. The �rst

sighting was reported on the 15th of June by ensign G.E. Edwards. However, after several rounds

of attacks, Edwards was fatally hit by anti-aircraft gunnery. Syrett (1999) conjectures "had [U-860]

remained submerged there was the possibility that she might have escaped from the Americans".

Yet, Captain Büchel, ordered the U-boat to resurface to give the anti-aircraft gunmen additional

practice. After more aircraft were dispatched, rocket �re eventually delivered the coup de grâce,

sinking U-860.26

A few takeaways are worth highlighting. First, messages as simple as weather reports were help-

ful for the Allies. While they did not necessarily allow for precisely determining a location, they

enabled the Allies to learn of a U-boat's existence and subsequent channeling of resources. Sec-

ondly, even when a decrypted message revealed a U-boat's position, its fate was not immediately

sealed—the Allies often searched for days before locating the vessel. Finally, while this case study

is valuable in documenting a precise chain of events, it falls short in constructing counterfactual

scenarios.
26In the collected and digitized data from the National Archive, I am able to successfully capture the key decrypts: the

initial weather reports, instructions to sail toward India, and the fatal position report that led to U-860's sinking.
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Empirical Strategy. To identify causal effects empirically, I employ an event-study design, con-

structing a reasonable control group that serves as a counterfactual. The goal is to estimate the

effect of location revelations of speci�c U-boats on respective victory rates and own survival prob-

ability. Two characteristics in my setup differ from canonical event study designs. First, U-boats

report locations frequently, meaning they are typically treated multiple times. I therefore use a

stacked event study procedure following Rexer (2025). Second, a key outcome, being sunk, is of

absorbing nature. Here, I follow the health literature and identify differences in survival probabil-

ities.

I construct the stacked estimation sample as follows. Let h denote a cohort. Each cohort consists

of all U-boats treated on day h and a set of control units. Consistent with the historical case studies

showing that Allied responses unfolded within a few days, I restrict the cohort sample to a precise

event window spanning �ve days before and �ve after h. The control units consist of all U-boats

that are actively patrolling on day h but were not treated in the �ve preceding days or the event

day itself. I then stack all h-cohort samples and estimate:

Yith = å
t6=�1

at I t
ith

| {z }
Event

Dummies

+ d th

|{z}
h-speci�c time

FE

+ g ih

|{z}
h-speci�c

U-boat FE

+# ith . (2)

Here, the outcome of interest is the number of merchant victories by U-boat i on day t in cohort

h. The event study indicators are denoted I t
ith with t indexing event time relative to the treatment

day. Moreover, I control for h-speci�c day �xed effects as well as h-speci�c U-boat �xed effects.

Errors are clustered on U-boat level. Under the assumption of parallel trends, the estimated event

study coef�cients can be interpreted as the causal effect of location decrypts on U-boat victories

over merchant vessels. Note that this approach removes 'bad'-controls (already-treated units)

which may lead to biased estimates of average treatment effects in staggered treatment designs

(De Chaisemartin and d'Haultfoeuille, 2020; Goodman-Bacon, 2021).

The stacking protocol deviates slightly from the procedure proposed by Cengiz et al. (2019). The

latter suggest comparing treated U-boats to a set of control U-boats that had no treatment in the

pre- nor in the post-period. Yet, U-boats communicated fairly regularly, conditional on surviving.
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Put differently, subsequent treatment events are themselves an outcome. Therefore, excluding

'communicating' U-boats will mechanically raise the share of sunk U-boats in the remaining con-

trol group. Intuitively, we would be introducing survivorship bias.

Another challenge associated with U-boat survival as outcome is that one can fundamentally not

estimate pre-trend coef�cients. The intuition is that if a U-boat is treated on day t, it can't have

been sunk on any day before. I therefore estimate the following hazard model,

Yith = å
t�0

at I t
ith + g ih + d th + # ith . (3)

The outcome Yith is a dummy equal to unity unless U-boat i was sunk on day t or any day before.

The remainder is as before, except that I do not estimate pre-trend coef�cients.

To support the validity of the control group, I evaluate balance in pre-period covariates. I fol-

low Imbens and Rubin (2015) and focus on normalized differences. 27 Speci�cally, I compare the

current patrol number, days on current patrol, the number of previous location revelations, mes-

sages without geo-information, previously sunk merchant ships, commander experience in days,

latitude, and longitude—all measured the day before the cohort treatment day. In Appendix Fig-

ure D3, I show that most of the covariate differences fall within Imbens and Rubin (2015)'s 0.25

rule-of-thumb. Treatment units are, however, far more west than control group units and plausi-

bly more exposed to enemy units. To �exibly account for covariate imbalances, I test numerous

reweighting schemes.

Results. I begin by discussing the baseline effect of location decrypts on U-boat success rates

in sinking merchant vessels. The associated event study coef�cients are shown in Figure 7 Panel

(a). Following a location revelation U-boat success rates in sinking merchant vessels decline by

roughly 0.72 p.p. for at least �ve days. 28 Given a sample mean of 0.89 p.p. (Table 2), this im-

plies U-boats lose roughly 80 percent of their effectiveness once their positions are decrypted—a

substantial decline.

27The normalized difference is calculated as D = m̄t � m̄cp
(s 2

t +s 2
c )/2

, where m̄t and m̄c are sample means for a given covariate

in the control and treatment groups. s 2
t and s2

c are the associated sample variances.
28The average treatment effect is reported in Appendix Table D5.
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A key assumption for the causal interpretation is that, absent a decryption, treated and control

units would have followed similar trajectories. Reassuringly, the pre-treatment coef�cients are

close to zero and show no systematic deviation before the treatment event.29 This suggests that

the parallel trend assumption is at least satis�ed in the pre-period.

Next, I turn to the impact of decrypted location messages on U-boat survival. I �nd that once

U-boat positions are revealed, U-boats experience a small but highly signi�cant reduction in sur-

vival probability (Panel (b)). After �ve days, treated U-boats are 1.1 p.p. less likely to survive

relative to the control group. The Allies sank only one additional U-boat for every ninety mes-

sages with precise geo-information—a seemingly modest decline. Yet, several explanations are

plausible: decrypted information may have regularly arrived too late for precise strikes; resource

constraints may have limited Allied responses; or attacks on U-boats were simply unsuccessful.

I argue that part of the explanation lies in deliberate restraint. To prevent the Germans from

suspecting that Enigma codes were compromised, the Allies regularly refrained from acting on

decrypted intelligence—a hypothesis I explore later.

Figure 7: Revealing positions: merchant victories and U-boat survival.

(a) Sunk merchant ships (b) U-boat survival

Notes: Left-hand �gure presents event study point estimates for the differences in victories over merchant ships by
revealed U-boats versus the clean control U-boats. Right-hand �gure presents survival probabilities. Lines indicate 95
percent con�dence intervals. Standard errors are clustered on U-boat-level.

29A formal F-test also fails to reject the null hypothesis that the pre-trend coef�cients are jointly zero (p-value: 0.365).
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Robustness. These baseline results are robust along several dimensions. A primary concern is

the potential endogeneity of sending a location message. For instance, U-boats might report con-

voy sightings at speci�c coordinates shortly before engaging in combat. If the U-boat is then de-

stroyed during the engagement, the observed decline in survival could re�ect combat risk rather

than the effect of decryptions. First note, this mechanism cannot explain the fact that U-boats

become far less likely to sink merchant vessels following a location decrypt. Second, to further ad-

dress this concern, I restrict the analysis to a subset of decrypted messages that do not co-mention

merchant convoys. This primarily excludes convoy sightings or reported merchant victories. As

shown in Figure 8, the estimated patterns remain similar to the main results. 30 If anything, pre-

treatment coef�cients move closer to zero, likely because the exclusion removes position-bearing

messages that report previously successful strikes on Allied ships. 31

Figure 8: Revealing positions: messages without co-mentioning "convoy."

(a) Sunk merchant ships (b) U-boat survival

Notes: Left-hand �gure presents event study point estimates for the differences in victories over merchant vessels by
revealed U-boats versus the clean control U-boats. Right-hand �gure presents survival probabilities. Treatment of
interest are decrypts with location information that do not co-mention "convoy." Lines indicate 95 percent con�dence
intervals. Standard errors are clustered on U-boat-level.

Next, I probe robustness against covariate imbalance, applying a battery of reweighting schemes

to re�ne the selection of the control group. This is particularly important because treated U-boats

tend to operate further west in the Atlantic (Appendix Figure D3), exposing them to potentially

30The average treatment effect is reported in Appendix Table D5.
31In Appendix Figure D2, I test further re�nements of the treatment de�nition, excluding messages bearing the follow-

ing strings: "assist*", "attack*", and "aircraft."

27



greater risk independent of decryption. Reweighting helps mitigate this geographic confounder

while �exibly balancing other relevant pre-treatment characteristics. I use both propensity score

weighting as well as entropy balancing (Hainmueller, 2012) on the number of previous patrols,

current patrol length, previously decrypted messages, prior victories, commander experience

measured in days, latitude and longitude.

First, I compute propensity scores p̂ using a probit model. I then generate twenty discrete bins

and weight the control units in each bin so that they attain the same sample size as the treatment

group. Second, I test robustness using overlap weights (Li, Thomas and Li, 2019). These are

calculated as wi = 1 � p̂ for treatment and w i = p̂ for control units. Intuitively, observations with

propensity scores close to 0.5 are given more weight while those with extreme values are down-

weighted. Finally, I implement entropy balance weights, which directly target covariate moments

(Hainmueller, 2012). Appendix Figure D3 visualizes the reductions in normalized differences for

the differently weighted groups—all values fall clearly within the 0.25 cutoff range (Imbens and

Rubin, 2015). Appendix Figure D4 shows that the baseline event study patterns re-emerge with

similar magnitudes in all weighted-samples. 32

I also assess the robustness of results to alternative outcome de�nitions. This helps ensure that the

main �nding is not sensitive to a particular outcome measure or driven by particular distributional

properties of the data. First, I re-estimate the baseline regression using the inverse hyperbolic sine

of merchant ship victories, which reduces sensitivity to large values. The estimated coef�cients

closely mirror the baseline pattern (Figure D5 Panel (a)). Second, I broaden the outcome to in-

clude victories over both merchant ships and battleships. Results remain robust, yet the effect size

increases (Panel (b)).33 Finally, I consider alternative U-boat outcomes, including the number of

merchant sailors lost (Panel (c)) and the tonnage of ships sunk (Panel (d)). In both cases, the results

closely track the baseline estimates.

A further robustness concern relates to potential spillovers across nearby U-boats, which could

violate the Stable Unit Treatment Value Assumption (SUTVA). If decrypt-induced operations af-

fected not only the directly revealed U-boat but also others operating nearby, which is reasonable

32The average treatment effects are reported in Appendix Table D5.
33The average treatment effects are reported in Appendix Table D5.
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given the geographic nature of the treatment, then control units in close proximity might expe-

rience indirect treatment effects. To assess potential confounding, I restrict the control group to

U-boats operating at least 200 km, and then 500 km, away from any treated U-boat on the day

before treatment. The resulting estimates remain robust to these control group re�nements (Ap-

pendix Figure D6). While the estimated effect on ships saved is quantitatively similar, I observe

somewhat larger declines in survival probability (from -1.08 p.p. to -1.44 p.p.) when nearby U-

boats are removed from the control group. This pattern is consistent with localized treatment

spillovers biasing baseline effects toward zero.

Finally, I test the sensitivity of results to particular time periods. I re-estimate baseline difference-

in-differences effects on subsamples while iteratively removing entire year-months. The resulting

point estimates show little variation, suggesting that effects are not driven by any particular time

period (Appendix Figure D7).

5.3 Evidence on Heterogeneity and Mechanisms

The richness of the data allows me to study different dimensions of heterogeneity. This is useful

because it allows for testing auxiliary predictions of the strategic restraint mechanism. I focus on

three U-boat dimensions: commander ability, time during the war, and identity of operational

control. I conclude by examining heterogeneity in Allied shipping losses.

U-boat capacity. First, I explore heterogeneity in commander ability. The idea is that if the Al-

lies wanted to sink some U-boats, but not all, they should eliminate those that pose the greatest

danger—U-boats with skilled commanders and a successful record of sinking merchant ships. A

condition for such precise targeting is sophisticated tracking of individual level information. The

historical literature suggests that the Allies were indeed doing so. For instance, Syrett (1998, p.

xxiv) documents how the Allies computed statistics on commander experience and Kohnen (2019,

p. 259-260) discusses an example of how the kill history for a commander was established: U-188,

lead by Siegfried Lüdden, carried speci�c insignia and logos on its hull. These were identi�ed in

interviews with survivors of sunk Allied ships, allowing intelligence of�cers to tie ship losses to

this particular U-boat.
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While I am unaware of historical references prescribing selective targeting based on U-boat com-

mander capacity, targeting based on another dimension of value has received attention. A hand-

ful of submarines served solely the purpose of refueling other U-boats on patrol. These U-tankers

were important for prolonging ongoing patrols—thereby having high value along a different mar-

gin. Late military historian Kahn (1991, p. 267) describes that it was for this reason that U-tankers

were the �rst units to be actively targeted with the help of Enigma decrypts.

I extend this idea to a different type of value, commander capacity. To the best of my knowledge,

this dimension has hitherto remained unexplored. But it comes with an empirical advantage:

there is large variation across all U-boats. To measure capacity, I estimate commander �xed ef-

fects (FE) using victory rates over merchant vessels, arguing that these capture variation in the

inherent quality of commanders. 34 To improve precision, I apply empirical Bayes shrinkage to

these estimates (Walters, 2024).35 I then split the data into above and below-median commander

subsamples and estimate coef�cients separately.

The estimated coef�cients are shown in Figure 9. I �nd that high-FE commanders suffer survival

declines of about 1.9 p.p. after �ve days with virtually no effect accruing to low-FE commanders.

This is consistent with the idea that the Allies predominantly used decrypts to remove high-value

targets, sparing lower-value targets.36

Time. Next, I examine how the effects of decrypts vary over time, which speaks directly to Pre-

diction 2. The theoretical model implies that the strategic value of keeping the Enigma breach

secret should decline as the war draws to a close. In the later stages of the con�ict, the Allies had

fewer incentives to preserve secrecy and stronger incentives to act quickly on intelligence. Com-

mander Kenneth Knowles (1977) provides anecdotal support for this shift: "We skated on some

34Commander FE are estimated as Victoriesit = a i + g t + # it , where ai captures commander-level �xed effects and g t
�exibly accounts for year-by-month �xed effects.

35The precise protocol is as follows.

1. Estimate raw �xed effects ( âi ) and associated standard errors (si ).

2. Estimate hyperparameters of prior distribution m̂ = 1
N å N

i=1 âi and ŝ2 = 1
N å N

i=1 (âi � m̂)2 � (si )
2.

3. Compute shrinkage weights l i = ŝ2/( ŝ2 + s2
i ).

4. Shrink raw estimates a�
i = l i � âi + (1 � l i ) � m̂.

36In Appendix Figure D8, I show that the same pattern emerges using the raw �xed effects split.
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Figure 9: Revealing positions: U-boat survival by captain quality.

(a) Above-median �xed effects (b) Below-median �xed effects

Notes: Figure presents event study point estimates for the differences in survival probabilities by revealed U-boats
versus the clean control U-boats. The left-hand side shows estimates for above-median commanders in terms of mer-
chant victory �xed effects after empirical Bayes shrinkage. The right-hand side shows estimates for below-median
commanders. Lines indicate 95 percent con�dence intervals. Standard errors are clustered on U-boat-level.

pretty thin ice in one instance later in the war when it became imperative that we gain decisive

victory as soon as possible" (p. 14). The remark refers to cases where several U-boats were sunk

despite the absence of high-quality alternative intelligence sources, illustrating a more aggressive

use of decrypts late in the war.

To investigate the empirical relevance of this channel, I split my sample period into two halves,

1942/43 and 1944/45, and estimate hazard rates separately. The coef�cients are shown in Figure

10. Consistent with the model, I �nd that decrypts predict relatively small reductions in survival

probability earlier in the war, but larger reductions in the �nal two years. Again, this is consistent

with the Allies rationally varying intelligence utilization.

This temporal pattern does not appear to re�ect shifts in perceived Allied winning probability

but rather a shorter remaining window to exploit intelligence. Appendix Figure D9 shows that,

following the Battle of Stalingrad, sterling's black-market exchange rate against the U.S. dollar—a

proxy for Allied winning probability (Einzig, 1970, p. 257)—remained fairly stable throughout my

estimation period. I am, however, mindful that technological improvements—such as advances in

radar and increasing air coverage—also enhanced the Allies' ability to act on location information
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toward the end of the war. While these improvements would also have affected the control group,

I cannot disentangle their increasing in�uence from that of changing intelligence utilization.

Figure 10: Revealing positions: U-boat survival earlier and later in the war.

(a) 1942-1943 (b) 1944-1945

Notes: Figure presents event study point estimates for the differences in survival probabilities by revealed U-boats
versus the clean control U-boats. The left-hand side shows estimates for 1942-1943. The right-hand side shows estimates
for 1944-1945. Lines indicate 95 percent con�dence intervals. Standard errors are clustered on U-boat-level.

Operational Control. Finally, I exploit variation across different Allied partners in line with Pre-

diction 3. One reason to expect differential effects is that the loss of Enigma intelligence loomed

larger for the British than the American Allies. 37 In the data, the effect on U-boat survival should

therefore be smaller in British naval zones. However, there may be other reasons outweighing any

observable differences. Due to closer proximity to land-based aircraft, the British were possibly

more effective in swiftly targeting U-boats.

I split the sample into American versus British designated areas. I proceed as follows. Generally,

the US Navy was responsible for the Central and South Atlantic (Kohnen, 1999, p.119). Consistent

with Barlow (2008), I code regions South of Aruba as American responsibility. However, many

U-boats in the North Atlantic were also sunk by American forces. I therefore split water regions

at longitude 6.31� West. I choose this longitude because it marks the Easternmost position of a

37US Navy Captain Knowles (1977), for instance, opined: "[W]e Americans viewed the U-boat con�ict, at least at our
entry, more as a challenge than as a struggle for survival." (p. 13)
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U-boat sunk by American forces. 38 Conveniently, this designation splits the data set into two

similarly sized samples for estimation.

The results of the split-sample regressions are shown in Figure 11. The point estimates suggest

that decrypts lead to only a small, statistically insigni�cant, reduction in survival for U-boats in

the British-designated areas. Most of the variation in the main effect is driven by American forces.

This suggests that the British indeed exerted greater restraint in using Enigma intelligence com-

pared to the Americans. Note that the same event study, but with merchant victories as outcome,

is instead highly symmetrical (Appendix Figure D10). This rules out that the differences in sur-

vival rates are due to different information sets.

Written correspondence between American and British military leadership support the notion that

security concerns were the main reason for these differences (Kohnen, 1999, p. 128-130). This is

well-exempli�ed by another quote from U.S. Navy Commander Kenneth Knowles. Knowles said

of his British counterpart, Rodger Winn, a senior of�cial in the OIC:

"Ro[d]ger had the feel of the British, naturally, of protecting ULTRA [Enigma intelli-

gence] at all costs. So they were very cautious in utilizing ULTRA. [...] Whereas, over

in my area, being younger at the game and also being somewhat aggressive we were

using ULTRA more aggressively. There's quite a difference in philosophy here." (as

cited in Kohnen (2019, p. 263))

Types of ships. I also explore potential heterogeneity in whether decrypts affected Allied ship-

ping losses differentially. I previously argued, that strategic restraint is less binding in this more

noisy outcome dimension. We would therefore expect small quantitative differences or absence of

heterogeneity.

To test this hypothesis, I estimate heterogeneity in shipping losses by ship size and cargo type

(Appendix Table D7). I split the sample into above- and below-median tonnage, and further iso-

late ships carrying only ballast (i.e. material used to stabilize an otherwise empty vessel). The

38See, "U-boats Sunk by U.S. Forces with Aid of Radio Intelligence" in Appendix I of "OP-20-GI, Memoranda to COMINCH
F21, on German U-Boat Activities, October 1943-May 1945.", Record Group 457, National Archives, College Park, Mary-
land
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Figure 11: Revealing positions: U-boat survival in different Atlantic zones.

(a) British waters (b) American waters

Notes: Figure presents event study point estimates for the differences in survival probabilities by revealed U-boats
versus control U-boats. The left-hand side shows the effect on U-boats in British-designated waters. The right-hand side
shows the effect on U-boats in American-designated waters. Lines indicate 95 percent con�dence intervals. Standard
errors are clustered on U-boat-level.

estimates reveal that the relative effect sizes are remarkably similar across all categories. When

positions are revealed, Allied shipping losses decline by roughly 80-95 percent relative to the es-

timation sample mean, regardless of ship type. The absence of systematic heterogeneity provides

further evidence that decrypt-based rerouting decisions were applied broadly rather than selec-

tively.

Discussion. I document heterogeneity in intelligence utilization against U-boats along different

dimensions. I interpret these results as consistent with a mechanism of strategic restraint. How-

ever, I recognize that some of the variation I uncover may stem from alternative mechanisms.

In particular, resource constraints could also explain some of these patterns. Under limited avail-

ability of anti-submarine units, we would equally expect the Allies to concentrate their efforts on

targeting high-value U-boats. Indeed, as resource availability improved over the course of the war,

it could account for some of the increasing impact of location decrypts on U-boat losses. However,

resource availability alone does not fully explain the geographic differences I uncover. Speci�cally,

British land-based aircraft, due to their closer proximity, could have been a much more effective

tool against U-boats. Yet, the empirical analysis shows minimal effects—contrary to what one
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would expect if resource constraints were primary drivers of heterogeneity.

In previous paragraphs, I have already drawn on several anecdotes to support the argument that

strategic restraint was top of mind among Allied leadership. To give further concrete support for

this argument, I turn to a �nal piece of historical evidence focusing on a different context.

Speci�cally, I draw on a report by Group Captain R.H. Humphreys, a senior rank of�cial at Bletch-

ley Park, dating back to October 1945.39 The report discusses disruptions to Nazi supply lines in

the Mediterranean theater and reinforces several key points. First, security of the intelligence

source was of utmost importance, also in this context. Humphreys states that "offensive action

was NOT taken against any such shipping targets UNLESS there was clearly a second source" (p.

2), such as air reconnaissance.

Second, the report also addresses the strategic prioritization of different targets. In fact, "the in-

formation supplied permitted the establishment of an order of priority for the attack of convoys

of greater or lesser importance" (p. 2). Again, this aligns closely with the heterogeneity I uncover

empirically: Enigma messages primarily affected the survival probability of high-value U-boats.

Third, Humphreys alludes to differences in intelligence exploitation over time. He contents, that

utilization "suffer[ed] from over-timidity in the beginning" but, interestingly, does not view missed

opportunities with remorse: "because there was insuf�cient experience prudence could hardly be

exaggerated" (p. 17).

To conclude, the dilemma of wishing to exploit Enigma intelligence while concealing its source

was a persistent concern among decision-makers throughout the war. The heterogeneities ob-

served in the data are consistent with this mechanism, as are numerous pieces of anecdotal evi-

dence.

5.4 The Value of Content

While many decrypted messages included explicit geographic information, others did not: situa-

tion reports, fuel updates, or even congratulatory greetings. Historians have suggested that even

39"The Use of 'ULTRA' in the Mediterranean and Northwest African Theatres of War". P.R.O. AIR 40/2323, National
Archives, London, Kew.
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such messages could offer strategic value, since radio signal triangulation allowed the Allies to

infer rough locations from transmission bearings. Yet it remains unclear how much of value came

from the actual content of decrypted messages versus direction-�nding alone. In this subsection,

I brie�y shed light on this question: I examine whether decrypts without geoinformation had

measurable operational effects on U-boat performance.

To do so, I conduct an exercise analogous to the baseline analysis. I identify all decrypted U-boat

messages that lack explicit location references and treat their decryption as the event of interest.

To ensure clean identi�cation, I restrict the sample to U-boats that had not sent or received any

coordinate-bearing message on the event day or in the preceding �ve days. This design isolates

potential effects of non-location messages from those driven by precise geoinformation.

Figure 12 presents the results. Panel (a) shows the estimated effect on U-boat victory rates over

Allied merchant ships. Unlike the substantial and persistent declines following location decrypts,

the coef�cients here are close to zero and do not indicate substantial differences in U-boat effec-

tiveness. Panel (b) examines survival probabilities. While there is a modest decline on the exact

day of message decryption, the effect is short-lived and quickly dissipates therafter.

Taken together, these �ndings suggest that radio messages without explicit geoinformation did

not materially impair U-boat operations—at least locally. However, these messages may still have

provided strategic value, such as improved estimates over the total number of patrolling U-boats

and their broader geographic density.

6 Aggregate Impact

In this section, I turn to a �nal exercise. I ask, what was the aggregate impact of Enigma decrypts

on the Battle of the Atlantic? As this is a very broad question, I limit myself to two channels: (1)

saving ships through rerouting and (2) the preventive sinking of U-boats to avoid future ship

losses.

To estimate the �rst effect is straightforward. I combine the reduced form estimate from the U-

boat ef�ciency loss (0.72 p.p.), the effect duration (6 days), and the number of location revelations
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Figure 12: Messages without location: merchant victories and U-boat survival.

(a) Sunk merchant ships (b) U-boat survival

Notes: Left-hand �gure presents event study point estimates for the differences in victories over merchant vessels by
U-boats with placebo messages versus the control U-boats without such a message. Right-hand �gure presents survival
probabilities. Lines indicate 95 percent con�dence intervals. Standard errors are clustered on U-boat-level.

(7443). This implies that roughly 322 ships were rerouted and saved directly from December 1942

until the end of the war.

Gauging the second effect, however, is more complex. U-boats were sunk for various reasons at

different times and it is unclear how long U-boats would have survived in a counterfactual world

without location revelations. To address this challenge, I set up a simple simulation framework

characterizing different U-boat states and �ows between those states to simulate counterfactual

distributions of patrolling U-boats.

The setup is as follows. New U-boats are regularly built. Once built, they are either off-duty in

reserve (e.g., for training or repairing purposes) or they are actively on patrol. In both states, U-

boats can sink. U-boats on reserve were often bombed while stationed at ports while those on

patrol were sunk e.g. in combat or by accident. Flows among the states are characterized by

transition rates. The key metric of interest is the number of U-boats on patrol each day, which

eventually determines the number of sunk merchant ships. Figure 13 presents an overview.

To quantify the effect of saved merchant ships in the future, I simulate counterfactual distributions

of the number of patrolling U-boats where I remove the added hazard from Enigma decrypts.
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Figure 13: Simulation structure.

Notes: This graph characterizes the U-boat states and transition rates h.

From December 1942 until the end of the war, U-boats had a mean hazard rate of sinking of 0.68

p.p. every day on patrol. In the previous section, I estimated that location revelations increased

the hazard rate by 1.1 p.p.40 and that U-boats reveal their location with a 10 percent probability.

Assuming a simple additive hazard rate, this implies that in a world without Enigma decrypts,

U-boats would experience an average hazard rate of 0.68 � 1.1 � 0.1 = 0.57.

To simulate counterfactuals, I take the empirical distribution of U-boat states in December 1942

as well as the empirical production and transition rates over the subsequent years. I then remove

the added hazard rate to match the estimate in the reduced-form exercise and simulate one hun-

dred counterfactual distributions. Figure 14 Panel (a) shows the historical number of patrolling

units alongside the median and �ve percent bounds of the simulated counterfactuals. Interest-

ingly, removing the added hazard rate seems to have only a small effect on the aggregate number

of patrolling units. The reason is that the baseline production rate of new U-boats and the base-

line hazard rates of sinking/going back to reserve are far larger than the added Enigma hazard.

40While the 1.1 p.p. in the reduced form exercise is the cumulative difference after �ve days, here I collapse it for
simplicity to one day.
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On average, roughly 6 more U-boats are on patrol every day. However, this difference becomes

quantitatively meaningful when cumulated over the relevant sample period, implying about 5200

more unit-on-patrol days in the median scenario until the end of the war (Figure 14 Panel (b)).

Figure 14: Patrolling U-boats: Empirical versus simulated distribution.

(a) Number of U-boats on patrol (b) Cumulative U-boat-patrol days

Notes: This �gure shows the results of counterfactual simulations, where I remove the estimated, added hazard from
Enigma decrypts. The dashed lines indicate the historical time-series data, whereas the solid lines show the median of
100 counterfactual simulations. Light backgrounds indicate the 5 and 95 percentile bounds. The left-hand side depicts
the number of patrolling U-boats per day from December 1942 - May 1945. The right-hand side shows the cumulative
number of U-boats-on-patrol days.

How does this increase in unit-on-patrol days relate to merchant ship losses? I estimate a sim-

ple linear model linking the daily number of U-boats on patrols to sunk merchant ships. In the

preferred speci�cation with month-by-year and day �xed effects, one more U-boat on patrol is

associated with 1.9 p.p. more merchant ships sunk per day (Table D8 Column 3). Taken together,

this implies that had there been no sinkings of U-boats through Enigma decrypts, we would have

expected an additional loss of 99 merchant ships.

Combining the effect of both channels, approximately 421 ships were saved, while the actual num-

ber of merchant ship losses was 601 over the relevant sample period (December 1942 until May

1945). This implies that Enigma decrypts lowered expected merchant losses by roughly 40 percent.

Additionally, in this period the mean number of lives lost per ship was roughly 16. Assuming a

similar rate for ships sunk in the counterfactual, I estimate that close to 6700 lives were saved

through Enigma decrypts in the Atlantic.
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Limitations. While the simulation, as is, provides valuable insights into the aggregate impact of

Enigma decrypts, it is subject to some limitations. For instance, the framework does not explicitly

account for the role of U-tankers, U-boats designed to refuel other U-boats on patrol. As discussed

before, U-tankers were subject to early targeting by the Allies, because they were crucial for pro-

longing patrols. Kahn (1991, p. 265) estimates that with two refuels, average patrol length could

essentially be doubled. In the counterfactual environment, the Allies would likely not have struck

as many refuel U-boats. Transition rates from patrol to reserve would have been lower, increasing

the aggregate number of patrolling units even more. Omitting this channel, the simulation is likely

to understate the true impact of Enigma intelligence.

Another key limitation is, that I do not observe aggregate merchant ship stocks and do not include

it in the model. This may also introduce bias in estimating long-term merchant losses, albeit in the

opposite direction. If more ships are sunk early in the sample period, fewer vessels remain avail-

able for future voyages, naturally reducing the probability of U-boats encountering and sinking

merchant ships in later periods. Not accounting for this dynamic, the simulation may overstate

the impact of Enigma intelligence.

However, several factors help mitigate this concern. First, the share of ships lost per voyage was

generally very low. Among convoy voyages, the risk was just 0.8 p.p. across the entire war, 41

meaning that even if more ships were lost early, the overall impact on shipping stocks and long-

term losses would have been relatively small. Second, greater losses would have likely prompted

the Allies to ramp up ship production. Hundreds of shipping contracts were canceled before

the war ended (Williams, 2014, p.17 & 46), suggesting that replacement capacity was available.

Finally, I also do not uncover a signi�cant nor quantitatively meaningful relationship between the

number of voyaging ships and the number of sunk ships, once time trends are properly controlled

for (Appendix Table D8 Column 3).

To conclude, the simulation does not account for all forces at play. The quanti�cation exercise

relies on the assumption that omitted factors either counterbalance one another or have limited

quantitative signi�cance. Given the arguments above, this assumption appears reasonable.

410.62 p.p. in periods of Enigma intelligence and 0.95 p.p. in periods without.
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Validation. Relying on a different approach, I provide a simple validation exercise. The details

are in Appendix D.1. To probe the validity of the aggregate estimate, I use a simple difference-in-

differences design comparing higher-level outcomes between different Axis powers. Speci�cally, I

focus on four months before and after December 1942, when the Allies began reading Nazi U-boat

ciphers again, but no such change occurred with respect to Italian and Japanese submarines.

Compared to this control group, I �nd that in the subsequent months, German submarines sank

roughly 0.8 fewer merchant ships per day (Appendix Table D10). In relative terms, this corre-

sponds to a reduction of roughly 32 percent, which broadly aligns in magnitude with the simula-

tion result.

Counterfactuals. The simulation allows us to perform counterfactual experiments. First, I con-

sider how many more ships could have potentially been saved had the Allies struck ships with

the same ef�ciency as in 1944/45, already in earlier periods. In this scenario, I �nd that about

80 more ships could have been saved. Second, what would have been counterfactual outcomes

had all U-boats been sunk to the same extent as the above-median capacity sample? Since effect

sizes mirror the 1944/45- sample, this scenario also implies about 80 more surviving ships. This

suggests, that while there were some untapped gains, Enigma intelligence was already leveraged

quite effectively.

Costs and Bene�ts. Next, I turn to a brief economic assessment. I focus on three objects, cost

of intelligence activities, merchant ship and U-boat construction. For present-day evaluations I

de�ate using the CPI. 42

I begin by considering the cost of decryption activities. As with many other records, �nancial

documents from Bletchley Park have only partly survived. Smith (2021) has evaluated key expen-

diture items covering buildings, salaries, and costs of decryption machines. He concludes that the

total tally amounts to at least £12 million, or $50 million ($1.1 billion today). While this represents

a lower bound (e.g. by omitting American expenditures), total cost appears to be signi�cantly

42Speci�cally, I use the Minneapolis Fed in�ation calculator from 1941-2024 https://www.minneapolisfed.
org/about-us/monetary-policy/inflation-calculator. For currency conversion, I rely on the FED Re-
port Banking and Monetary Statistics, 1914 - 1941 available at https://fraser.stlouisfed.org/title/
banking-monetary-statistics-1914-1941-38/part-i-6408.
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smaller than what was spent on the Manhattan Project, a staggering $2 billion ($42.7 billion to-

day).

What were the economic gains? Consider that Enigma intelligence saved 421 merchant ships alone

from December 1942 onward. A standard ship type to replace losses was the Liberty.43 Average

production costs are well documented, equalling roughly $1.8 million in the 1940s (Williams, 2014,

p. 31) with a present value of $38 million. This implies Enigma prevented total shipbuilding cost

of about $16 billion.

But this wasn't the only economic bene�t. The continuous destruction of U-boats tied Nazi re-

sources. Again, production cost data help us quantify economic losses. A standard submarine

(type VII) cost roughly $1.9 million (Gröner, 1990, p. 44). Hence, the damage imposed on the

Germans by the destruction of 80 U-boats through decrypts amounts to $3 billion in lost value.

Taken together, even when considering only the bene�ts in one speci�c theater of war: the return

on investment from Enigma intelligence was signi�cant.

6.1 Absence of Learning

The aggregate bene�ts of intelligence were substantial, both in terms of ships saved and economic

gains. This raises a fundamental question: why did the Nazis never learn nor realize that commu-

nication channels were compromised?

Several factors help explain this failure. As documented throughout this paper, the Allies were

highly sophisticated in how they leveraged intelligence. As mentioned in Section 2, they also

engaged in deceptive activities. They publicly credited other information sources, such as Air Re-

connaissance, for successes in the Atlantic. This reinforced German misconceptions and masked

the role of codebreaking. Nevertheless, suspicions did arise on the German side. Mulligan (1985)

and Ratcliff (1999) provide in-depth discussions. The German military leadership was aware that

codebreaking was technically feasible, but believed it would be too time-consuming to yield oper-

ationally useful results. They underestimated both Allied analytical capabilities and the possibility

43For the curious reader, Liberty ship production has sparked its own small literature within economics. See Rapping
(1965), Thompson (2001) and Thornton and Thompson (2001).
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of sustained codebreaking success.

Several internal investigations were launched—in part because of "unexplained losses" (Ratcliff,

1999). Yet all investigations concluded that Enigma codes remained secure. This judgment was

shaped by �awed reasoning. German analysts, for instance, noted that decrypted Allied com-

munications only referenced approximate U-boat positions, not precise ones, leading them to

believe that radio direction �nding—rather than deciphered messages—was the primary intel-

ligence source. Additionally, after an Enigma upgrade in February 1942, the Germans observed

no immediate shift in military outcomes, which falsely reassured them of the system's integrity

(Ratcliff, 1999).

Beyond these misjudgments, deeper institutional frictions likely played a role. We can liken this

to Wintrobe's (1998) "dictator's dilemma," where authoritarian leaders, by creating an environ-

ment of fear and control, end up distorting the �ow of accurate information. In such systems,

subordinates are incentivized to provide optimistic reports rather than hard truths. Some histor-

ical assessments permit such an interpretation of the German security blunder. Syrett (1999), for

example, conjectures some military of�cials "perhaps sens[ed] that the Allies were obtaining infor-

mation from their radio communications"—but this intuition never translated into effective policy

reform.

I brie�y explore the merits of this hypothesis, as a �nal exercise. If individual commanders grad-

ually realized that their communications were insecure, we would expect a decreasing tendency

to report their position as their patrol experience increased. Figure 15 plots the probability of

position decrypts along commanders' patrol experience, measured in days. 44

Panel (a) shows that after the initial two weeks—typically spent departing home ports—the like-

lihood of such messages remains relatively constant. However, this average masks important

underlying heterogeneity. In Panel (b), I split the data by commander capacity. Among lower-

capacity commanders, the frequency of position reports remains unchanged over time. In con-

trast, above-median commanders appear to grow more cautious. Early in their patrol careers,

these commanders report positions with a daily probability of about four percent; after 300 days,

44I focus only on messages with position information that were sent from, and not to, U-boats/commanders.
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this probability falls to roughly three percent. This asymmetry essentially mirrors the differential

impact of decryptions on U-boat vulnerability. While only suggestive, the pattern is consistent

with the notion that some commanders grew increasingly wary of Enigma's security. This, in

turn, suggests that a different organizational structure or military culture might have been better

equipped to detect the Enigma compromise.

Figure 15: Position messages over commander experience.

(a) All commanders (b) Split by capacity

Notes: Binscatter plots of the daily probability of a position decrypt against commander experience as measured in days
on patrol. Panel (a) bins data only by commander experience. Panel (b) is further split in above and below-median �xed
effect commanders. Linear relationships are �t on experience levels above at least two weeks, indicated by the gray
dashed lines—the �rst few days are typically spent en route towards a �rst patrol position with little communication.
Coef�cients are reported in Appendix Table D9. Data based on the U-boat panel December 1942 to May 1945.

7 Conclusion

This paper studies the role of military intelligence in con�ict, focusing on the Battle of the Atlantic

during World War II.

By leveraging newly digitized data on U-boat communications coupled with information on mer-

chant vessels, I provide evidence that decrypted Enigma messages were crucial in reducing Allied

shipping losses. The �ndings suggest that intelligence was primarily used to reroute merchant

ships and, in parts, to target U-boats. This aligns with the notion of a strategic trade-off in pre-

serving secrecy to maintain long-term informational advantages—an idea that I formalize through
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an asymmetric information model. Numerous pieces of anecdotal evidence and distinct hetero-

geneities in the data support this interpretation.

Through a combination of reduced-form analyses and a semi-structural simulation framework, I

estimate that Enigma intelligence helped prevent 421 merchant ship losses from December 1942

until the end of the war—a 40 percent reduction in expected losses. These gains translated into sig-

ni�cant economic bene�ts. I estimate shipbuilding cost savings of about $16 billion in present-day

valuation, with damages to Nazi U-boats worth $3 billion. Additionally, Enigma intelligence pre-

vented the loss of approximately 6,700 seamen's lives. Counterfactual exercises indicate that even

more gains may have been possible, but they also highlight that the Allies exploited intelligence

already extensively.

Finally, the analyses here do not address one important aspect: more ef�cient supply chains may

have ultimately affected the length of the war. This presents itself as a promising avenue for future

research.
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Appendices

A Illustrations

Figure A1: Simpli�ed Enigma Illustration.

Notes: Simpli�ed illustration of internal Enigma mechanics. Adapted from Budiansky (2000, p. 72) and Sebag-
Monte�ore (2000, p. 35). The operator �rst pressed keys in plain text. A single character would �rst run through
the outer settings (stecker plugs), then the inner settings (ring and rotors), and back to illuminate the encoded letter
lamp. After each letter, one or two rotors would advance a position at a time.
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